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Abstract: The types and forms of malicious attacks are constantly changing, and the number of attacks is gradually increasing. Traditional
neural network model architecture plays an important role in improving model accuracy, reducing model computation and improving reasoning
speed, etc. However, traditional model architecture requires a lot of computing resources in search, and its generalization ability is not high.
In this regard, it is necessary to propose solutions for network attacks in the context of big data. Based on the application of deep learning in
network security, combined with principal component analysis (PCA) and deep Extreme Learning Machine (DELM) in the field of intrusion
detection, a lightweight neural network PCA-DELM is designed to reduce computing resources and improve generalization ability while retain-
ing the advantages of traditional neural network model architecture. The simulation results show that compared with other algorithms, the opti-
mized lightweight neural network model PCA-DELM can significantly improve the ability of intrusion detection and speed up the detection rate
on different data sets.
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Fig.1 ELM network structure
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Fig.2 ELM-AE network structure
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Fig. 3 Flow of DELM intrusion detection
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Table 1 UNSW-NBI15 binary classification test results
%1 UNSW-NB15 —HEMiXER

Algorithm Accuracy Precision Recall Fl-score Time
DT 0.763 8 0.721 6 0.961 2 0.824 3 15763 s
ELM 0.765 1 0.723 7 0.927 5 0.813 3098 s
SVM 0.686 5 0.6513 0.927 1 0.765 1 >20 h
SOM 0.449 4 NaN 0 NaN 200 s
DNN 0.734 2 0.720 2 0.8459 0.778 >17h
DBN 0.6812 0.659 4 0.870 6 0.750 4 >17h
DELM 0.742 1 0.696 2 0.943 2 0.801 1 3218s
E'S 0.7349 0.683 5 0.965 7 0.800 5 2987 s

Table 2 CIDDS-001 binary classification test results
%2 CIDDS-001 Z 42k R

Algorithm Accuracy Precision Recall Fl-score Time
DT 0.937 4 0.9572 0.949 7 0.953 4 17987 s
ELM 0.8176 0.8176 1 0.899 6 3987s
SVM 0.892 0.998 3 0.869 3 0.929 4 >25h
SOM 0.182 4 NaN 0 NaN 390 s
DNN 0.8176 0.8176 1 0.899 6 >20 h
DBN 0.976 6 0.996 2 0.869 6 0.928 6 >20 h
DELM 0.992 5 0.998 5 0.9923 0.995 4 4337s
ES'S 0.8176 1 1 0.899 6 3872
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Table 3 UNSW-NB15 multi-classification test results(1)
#*3 UNSW-NB15 &4 EKMKER (1)

Algorithm Normal Fuzzers Analysis Backdoors DoS
TPR FPR AUC TPR FPR AUC TPR FPR AUC TPR FPR AUC TPR FPR AUC
DT 0.748  0.051 0.849 0426  0.127 0.650 0.083  0.033 0.525 0.249  0.051 0599  0.129  0.028  0.551
ELM 0.647 0132 0813 0280 0.082 0.794 0 0.006  0.495 0 0 0.500  0.444  0.053  0.775
SVM 0.874  0.456  0.709 0 0 0.500 0 0 0.500 0 0 0.500 0 0 0.500
SOM 0.424  0.961 0.138 0 0 0.500 0 0 0.500 0 0 0.500 0219  0.737  0.295
DNN 0.694 0315  0.664 0 0.001 0.500 0 0 0.501 0 0 0.500 0 0 0.501
DBN 0.870  0.457  0.700 0 0 0.500 0 0 0.500 0 0 0.500  0.005  0.001 0.502
DELM 0.576  0.140  0.809  0.097  0.040  0.580 0 0 0.500  0.009 0 0.505  0.025 0.003 0.772
AL 0.581 0.130  0.823  0.102  0.043  0.568 0 0 0.500  0.012 0 0.513  0.032 0.003 0.783
Table 4 UNSW-NB15 multi-classification test results(2)
#*4 UNSW-NB15Z 5 EMiK LR (2)
Algorithm Exploit Generic Reconnaissance Shellcode Worms
TPR FPR AUC TPR FPR AUC TPR FPR AUC TPR FPR AUC TPR FPR AUC
DT 0.639  0.080 0.780  0.967  0.004  0.981 0.759  0.015 0.872 0.524  0.011 0.756  0.136  0.001 0.568
ELM 0.629  0.115 0.853  0.963  0.002 0981 0.720  0.132  0.883 0 0 0.500 0 0 0.500
SVM 0.023  0.010 0507 0969  0.321 0.824 0 0 0.500 0 0 0.500 0 0 0.500
SOM 0 0 0.500 0 0 0.500 0 0 0.500 0 0 0.500 0 0 0.500
DNN 0.287  0.183 0443 0969  0.348  0.824 0 0 0.500 0 0 0.459 0 0 0.500
DBN 0.017  0.010 0503 0970  0.324  0.822 0 0 0.500 0 0 0.500 0 0 0.500
DELM 0.773 0377  0.713 0963  0.081 0.943 0 0 0.501 0 0 0.500 0 0 0.500
AL 0.781 0368  0.721 0964  0.081 0944  0.00 0 0.510 0 0 0.500 0 0 0.500
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Table 5 Time execution evaluation indicators
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